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1. idFlow: 

1.A Main 
■ idFlow is used to automate and optimize user and authorization processes. 

■ idFlow includes all necessary functions for synchronization, provisioning, workflow, onboarding, change, off-
boarding and risk assessment. 

1.B Unique selling points 
■ idFlow is a highly integrated, all-in-one product. The entire lifecycle of all accounts and authorizations of SAP 

and non-SAP systems is supported. 

■ idFlow  is an SAP add-on developed in ABAP and does not require any additional hardware investments. 

■ idFlow enables an unrivalled cost-<-> benefit ratio. 

1.C Big-Picture 

 

 

Context 
Integration of the entire SAP system landscape (SAP R/3, ECC, S/4, Cloud) and also the non-SAP sys-
tems) 

Event-Recognition 
(create, change, delete) 

Event recognition (create, change, delete) for all connected systems/accounts 

e.g. 

■ Real-time processing of an employee entry 
■ SAP user deletion due to "unsubscribe" in a webshop 
■ Changing the Organizational Assignment of a Personnel Master 
■ etc., etc. etc. …… 

Interface-Level 

Depending on the function and task, different user interfaces are offered: 

■ UI5/FIORI via Internet for e.g. Customer 
■ UI5/FIORI via intranet for employee self-services 
■ SAP GUI for Administrators 

risk check Rule-based analysis and monitoring of SoD risks and emergency access risks 

data flow Rule-based synchronization of master data and authorizations 

workflow ■ Rule-based and context-dependent determination of workflow steps and responsibilities 
■ E-mail as trigger and workflow input for approve/reject by the responsibles 

monitoring Request monitor as workflow inbox and monitoring 

analysis ■ In-place analyses (ALV-Grid) for all relevant data 
■ InfoCockpit (MS-Excel) for various periodic and ad hoc analyses 

  

onboarding
registration

changing
masterdata & 
authorizations

offboarding
unsubscribe

Access & Identity 
Manager

HCM

NonSAP

Active Directory

ECC
S/4
Cloud

…

…

Internet Customer-Services
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Employee-Self-Services
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Administrator-Services

risk check          data flow workflow monitoring analysis
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1.D Components 

 

 

  

access & identityManager

Catalog Management of all Identities & Accounts

Request-Workplaces Customer-, Employee-, Administrator-Services

Synchronizer Account-Data-Flow (auto-create, -change)

Provider Authorization-Provisioning (Defaults, Requests)

RBAMP Rule-Based-Account-Mass-Processing

SoD-Risk-Observer too many permissions? (-> revision, etc.)

Activity-Tracer What activities were carried out?

Authorization-Observer Too few permissions?

authorizationManager

Catalog Management of all authorization elements

SoD-Risk-Observer too many permissions? (-> revision, etc.)

Optimizer + / - : Transactions/applications (used/unused)

Deriver + / - / change: Org.-Level of customer organizational units

emergency accessManager

Request-Workplace Provisioning Emergency Authorizations

Activity-Risk-Observer Analysis of critical actvities

riskObserver

ASO, SSO, OSO access-, system-, operations-security

licenseManager

Calculator Calculation and optimisation of licenses
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2. access & identityManager 

2.A Identity-Workplace (Catalog) 
■ The identity is used  to link accounts belonging to the entire system landscape (SAP and NonSAP)  and to pro-

cess them together. For example, a software development user and a test user (used by the same person on 
the same SAP QA system) can be combined in the same identity. 

■ The Identity Workplace (Catalog) is the "central hub" for all identity tasks. 

o Masterdata 

o Request-Workplace (Administrator-Level) 

o Synchronizer 

o Mass-Processing (Dialog) 

o Rule-Based-Account-Mass-Prossessing (Background und Dialog) 

o SoD-Risk-Observer 

o Activity-Tracer 

o Emergency-Access 

 

 

  

Launchpad

Selection

Risk-Observer

Activity-Tracer

Identities

Identities & Accounts

Identities & Accounts 
& Authorization Elements

Action

Request-Workplace

Mass-Processing

RBAMP

Identity-Creator

Identity-Catalog
Identity-Workplace
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2.B Request-Workplaces 
The request workplaces are used by the various user groups to create their requests. The resulting requests can  be 
processed both with and without a workflow. 

 

Customer-Services 

■ B2C (z.B. Customer-Webshop)  -> create/change Account 

■ B2B (z.B. Reseller-Webshop)  -> create/change Account 

Employee-Self-Services (UI5 / Fiori) 

■ Reset Password 

■ Request User 

■ Unlock User & set User vaild 

■ + / - Authorizations 

■ Change Masterdata 

■ Customer-Specifics 

Administrator-Services (SAP-GUI) 

■ z.B. Mass-Processing, Request-Workplace, Identity-Creator, Identity-Assigner 

■ Create, Change, Delete 

■ Lock, Unlock 

■ +/- Permissions 

■ … 

 

 

 

  

Internet
Customer-Services

Intranet

Employee-Self-Services

SAP GUI

Administrator-Services



idFlow Booklet 

 

idFlow_Booklet-EN_20240425_01 Copyright © cosol GmbH 2024    all rights reserved Side 7 from 18 
 

2.C Synchronizer & Provider 
The synchronizer ensures that the master data of the related accounts is compared.  

The provider ensures that the necessary permissions (defaults) and the requested permissions (requests) are assigned 
to the relevant accounts. 

Both the synchronizer and the provider are based on extensive sets of rules that  can be defined in Customizing and 
adapted by the customer at any time. 

 

■ The identity serves as a "container" of accounts that belong together. 
(e.g. R/3 user, S/4HANA user, SAP cloud user, AD account, person, non-SAP accounts, ...) 

■ Each system and attribute can be both input and output. 

■ Rules are mapped as decision tables. 

■ Customer-specific exits are provided. 

■ Accounts and permissions can be defined as default. (Derivation from e.g. - position, - personal data, existing 
accounts, etc.) 

■ Scenarios define the data flow and can be flexibly mapped for different needs. (e.g. internal employees, exter-
nal employees, technical accounts, ....) 
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2.D Mass-Processing (Dialog) 
Bulk processing allows for simultaneous, controlled, and logged changes to n data objects. 

 

The changes can be made to 5 levels: 

■ Identity 

■ Link Identity < -> Account 

■ Account 

■ Link Account <-> Authorization-Element 

■ Authorization-Element 

 

 

2.E RBAMP (Background & Dialog) 
Rule-Based Account Mass Processing is the counterpart to additive functions such as Identity Creator etc. 

The typical tasks are the subtractive measures such as deletion, blocking, demarcation, etc. 

 

■ Konzept & Doku   → Excel 

■ Customizing  → Decission table (E96, E97, E98) 

■ Execution  → Dialog & Background 

■ Protocol    → Application-Log, Action-Log, E-Mail an Administrator 

 

 

 

  

Blacklist Int.C-O Int.C-O-ATZ ext.C.O Int.GPH Int.GP0 Int.F.1 Int.F.2 Int.F.3 Int.F.4 Int.F.5 Int.F.6 Int.A.2 Int.A.3 Int.B.2 Int.B.3 Int.Norm ext.A.3 ext.A.4 ext.B ext.Norm A B VIM.A VIM.B VIM.C VIM.0 BUPA.A BUPA.B BUPA.0

Priorität 5 10 11 12 13 14 21A 21B 21C 21D 21E 21F 24 25 26 27 29 31 32 35 39 91 92 211 212 213 214 221 222 223

Bemerkung Forst Forst Forst Forst Forst Forst

Conditions

Processing-Step 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 2 2 2 2 2 2 2

Blacklist Ja -- -- -- Nein Nein Nein Nein Nein Nein Nein Nein Nein Nein Nein Nein Nein Nein Nein Nein Nein Nein Nein Nein Nein Nein Nein Nein Nein Nein

Account-Type R3-User R3-User R3-User R3-User R3-User R3-User R3-User R3-User R3-User R3-User R3-User R3-User R3-User R3-User R3-User R3-User R3-User R3-User R3-User R3-User R3-User R3-User R3-User R3-VIM R3-VIM R3-VIM R3-VIM R3-BUPA R3-BUPA R3-BUPA

Destination -- -- -- -- GPH-200 GP0-010 -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- --

R3-User auf Destination vorhanden -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- Nein Ja Ja Ja Nein Ja Ja

R3-User in Processing-Step-1 zum delete vorgemerkt -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- Ja Nein Nein -- Ja Nein

last login, (create date) 180> -- -- -- Nein Nein Nein Nein Ja Ja Nein Nein Nein Nein Nein Nein Nein Nein Nein Ja Nein -- -- -- -- -- -- --

last login, (create date) 100 - 179 -- -- -- Nein Nein Ja Ja Nein Nein Nein Ja Nein Nein Nein Nein Nein Nein Nein -- Ja -- -- -- -- -- -- --

last login, (create date) 30 - 99 (oder empty + create-date 30 - 99) -- -- -- Nein Ja Ja Nein Nein Nein Nein Ja Nein Ja Ja Nein Ja Ja Nein Nein -- -- -- -- -- -- -- -- --

CE-Organisation interne, externe, weitere -- interne Interne externe interne interne interne interne interne interne interne interne interne interne interne interne interne externe externe externe externe -- -- -- -- -- -- -- -- --

Identity-gültig ja, nein -- -- -- Nein -- -- Ja Nein Ja Nein Ja Nein Nein Nein -- -- -- Nein Ja Nein Ja -- -- -- -- -- -- -- -- --

Account-gültig ja, nein -- -- Ja -- -- -- -- -- Ja -- -- -- -- -- Ja -- -- -- -- Ja -- -- Ja -- -- -- -- -- -- --

Unit C-O -- Ja Ja -- -- Nein -- -- -- -- -- -- -- -- Nein Nein -- -- -- -- -- -- -- -- -- -- -- -- -- --

Personalstamm ja, nein -- Ja Ja -- -- -- Nein Nein Nein Nein Nein Nein Ja Ja Ja Ja -- -- -- -- -- -- -- -- -- -- -- -- -- --

Identity-Status 1=aktiv, 0=inaktiv -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- --

Employment-Status 0=ausgetreten, 1=ruhend, 2=Rentner, 3=aktiv -- -- -- -- 3 3 -- -- -- -- -- -- 0, 2 0, 2 1 3 -- -- -- -- -- -- -- -- -- -- -- -- -- --

Wiedereintritt HCM-Wiedereintritt in Zukunft -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- --

Authorization R3-COL-ROLE CP *BANFFREIGABE* -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- --

Authorization R3-Role           CP *FREIGABE_BANF* -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- --

Authorization R3-Role           *VIM* -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- Nein -- -- -- --

Actions

R/3-User abgrenzen (Account-ENDDA & E40-ENDDA & E40-fix) X X X X X

R/3-User sperren

R/3-User löschen X X X X X X X X X X

R/3-User nichts zu tun ! X X X X X X X X X X

VIM-User Delete-Flag (Löschvormerkung) X X X

R/3-BUPA Delete-Flag (Löschvormerkung) X X

Ja Ja
Ja

oder
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2.F SoD-Risk-Observer (Identity) 
By automatically monitoring the defined risks, the SoD Risk Observer  ensures that the policies are permanently ad-
hered to or that they  are assessed, documented and dealt with  in the event of a violation. 

 

■ Test item  → 1 Identity 

■ Basics  → DSAG, SAP-GRC, Revisionshäuser 

■ Konzept & Doku  → Excel 

■ Customizing → Risk-Organizer 
   → Rule-Organizer 

■ Execution → Dialog & Background 

■ Protocol   → SoD-Analysis 

■ Mitigation → Formular & Workflow 

 

The rules and risks are documented and can also be used to prove the applied set of rules. 

 

The rule and risks are transparently implemented in the system. They can be extended to customer requirements as 
well as specifically deactivated. 

  

Risiken  Regeln  

Berechtigungs-Element-Werte

Systeme  

User & Berechtigungs-Elemente
User  

Berechtigungs-Elemente

SAP-ECC / SAP S/4 
ERP, BI, SRM, CRM, etc.

CRM-Rollen

Portalrollen

BI-Profile

Profile & Sammelprofile

Rollen & -Sammelrollen

A
u

th
o

ri
za

ti
o

n
-E

le
m

e
n

t-
Ty

p
e

Strukturelle Berechtigungen

Parameter

NonSAP-Systeme

Gültigkeit

J  F  M A M J  J A  S  O N D

AD-Gruppen

Litmos-Teams

…

…

SAP-Cloud
SAC, DWC, SF, etc.

Rollen / Profile
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2.G Activity-Tracer 
The activity tracer collects the activities carried out by an account (e.g. SAP user) in a certain time window. Due to the 
three different trace types , a very good trace accuracy is achieved and e.g. display transactions such as "Display 
BOM" can also be recorded. 

The traces are the basis for further analysis and design work. 

 

■ adhoc Traces 

o Emergency Access (Critical Activities?) 

■ Scheduled Traces 

o Authorization-Designer 

o Authorization-Observer 

o Concept: Excel 

o Customizing: Trace-Queue 

■ 1 Trace includes: 

o 1 Trace-Typ (Authorization-Trace, Workload, Security-Audit-Log) 

o 1 Account (SAP-User) 

o 1 Destination (SAP-System) 

o 1 day 

■ n Traces -> 1 Trace-Profile 

o multi-time-slot 

o multi-user 

o multi-system 

 

 

 

  

Activity-Tracer

Activity-Trace-Queue (Planning: multi-time-slot, -System, -User)

Authorization-Designer

Authorization-Observer

Identity-Catalog

Users (1 – n Roles) (Test-User  / Operational-User)

Authorization-Catalog

Auth-Trace-Collection
STAUTHTRACE

System A

System B

Workload-Collection
ST03G

Security-Audit-Log-Collection
SM20

Activity-Trace-Profile (multi-time-slot, -System, -User)

phase project (design, redesign) phase operations (risk elimination)

phase project (design, redesign) phase operations (risk elimination)

Security-Audit-Log-Collection
SM20

Auth-Analysis ( - & + )Auth-Analysis ( - & + )

Authorization (Concept-Role: new → (Deriver) → Operations-Role: actual)

Auth-Analysis ( - & + ) Auth-Analysis ( - & + )

+ +

Activity-Trace-Profile (multi-time-slot, -System, -User)

Workload-Collection
ST03G

Auth-Trace-Collection
STAUTHTRACE

Authorization (Shadow-Role: predecessor)

collect

activities

build

profiles

design

concept-roles

observe

user / roles

remove

shadow-roles

+ +- +-

build

planning
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2.H Authorization-Observer 
The task of the Authorization Observer is  to identify the risks that  arise from the design/redesign of authorizations 
(and  can occur in productive operation) and to support their elimination. 

 

A distinction must be made between two types of risk: 

■  "too few permissions" -> Operations-Risk-Eliminator 
-> user cannot work due to lack of permissions! 

■ "too many permissions" -> SoD-Risk-Optimizer 
> SoD risks, etc. arise due to unnecessary elements in the permissions 

 

For both types of risk, the analysis principle consists of checking the permissions assigned to an account (e.g. R/3 user) 
against the collected traces. 

■ -> Necessity (Use) of the Shadow-Roles (bisherige Scrolls)  -> Too few permissions 

■ -> Needlessness (non-use) of Authorization Elements -> too many permissions 

 

These analyses are carried out iteratively, both in the project phase (design / redesign) and in the production phase. 
Each analysis cycle leads to an optimization of authorizations. 

In order to eliminate the operational risks in the production phase, the user retains his previous roles until these 
"shadow roles" are no longer necessary . 

 

 

 

  

Activity-Tracer

Activity-Trace-Queue (Planning: multi-time-slot, -System, -User)

Authorization-Designer

Authorization-Observer

Identity-Catalog

Users (1 – n Roles) (Test-User  / Operational-User)

Authorization-Catalog

Auth-Trace-Collection
STAUTHTRACE

System A

System B

Workload-Collection
ST03G

Security-Audit-Log-Collection
SM20

Activity-Trace-Profile (multi-time-slot, -System, -User)

phase project (design, redesign) phase operations (risk elimination)

phase project (design, redesign) phase operations (risk elimination)

Security-Audit-Log-Collection
SM20

Auth-Analysis ( - & + )Auth-Analysis ( - & + )

Authorization (Concept-Role: new → (Deriver) → Operations-Role: actual)

Auth-Analysis ( - & + ) Auth-Analysis ( - & + )

+ +

Activity-Trace-Profile (multi-time-slot, -System, -User)

Workload-Collection
ST03G

Auth-Trace-Collection
STAUTHTRACE

Authorization (Shadow-Role: predecessor)

collect

activities

build

profiles

design

concept-roles

observe

user / roles

remove

shadow-roles

+ +- +-

build

planning
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3. authorizationManager 

3.A Authorization-Workplace (Catalog) 
■ An authorization is used to provide all relevant application authorizations (e.g., R/3 collective role) with a shell 

in order to efficiently and effectively support the entire lifecycle of the authorization. 

■ The Authorization Workplace (Catalog) is the central "hub" for all authorization tasks. 

o Masterdata 

o SoD-Risk-Observer 

o Optimizer 

o Deriver 

 

 

 

  

Launchpad

Selection

Authorization-
Masterdata

Risk-Observer

Authorization-
Designer

(Optimizer, Deriver)

Authorization-Workplace
Authorization-Catalog

zu viel → SoD-Risk
zu wenig → Operations-Risk

Transactions
Org.Levels

PFCG
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3.B SoD-Risk-Observer (Authorization) 
By automatically monitoring the defined risks, the SoD Risk Observer  ensures that the policies are permanently ad-
hered to or that they  are assessed, documented and dealt with  in the event of a violation. 

 

■ Test item  → 1 Authorization 

■ Basics  → DSAG, SAP-GRC, Revisionshäuser 

■ Konzept & Doku  → Excel 

■ Customizing → Risk-Organizer 
   → Rule-Organizer 

■ Execution → Dialog & Background 

■ Protocol   → SoD-Analysis 

■ Mitigation → Formular & Workflow 

 

The rules and risks are documented and can also be used to prove the applied set of rules. 

 

 

The rule and risks are transparently implemented in the system. They can be extended to customer requirements as 
well as specifically deactivated. 
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NonSAP-Systeme

Gültigkeit
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AD-Gruppen
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…

…

SAP-Cloud
SAC, DWC, SF, etc.
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3.C Optimizer 
During the design/redesign of an authorization, the optimizer ensures that the necessary transactions/applications 
are recognized and integrated into the authorization . 

 

The target state (number of transactions/applications) is defined by: 

■ the TR/App collected in the traces 

■ the manual specifications/definition in the master data of the authorization 

 

The equalizer enables the specific comparison between the traces, the authorization in the catalog and the SAP role. 

 

 

  

1.A.1  
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3.D Deriver 
The deriver ensures that the org.levels defined in the authorizations (derivations from master roles)  correspond to 
the specifications.  

The specifications are defined for each customer organizational unit in Customizing (Naming Organizer). 

 

■ The target state (values of the Org.Level) is defined in the Naming Organizer. 

■ The reconciliation in the source systems can be partial or complete. 

■ The generation in the source systems can be triggered directly. 
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4. emergency accessManager 
The emergency accessmanager (EAM) allows you to assign "emergency permissions" and monitor  the activities that 
have been carried out during the "emergency period". 

The EAM is fully integrated into the various idFlow components. 

4.A Request-Workplace 
Request with / without approval workflow 

■ Self-Service (Intranet) 

■ Admin-Services (SAP GUI) 

 

 

4.B Activity-Risk-Observer 
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5. licenseManager 
The licenseManager calculates the license type to be applied for each Identity & Account. 

5.A Calculator 
■ A distinction is made between an "internal license type" (e.g., for internal activity allocation) and an "external 

license type" (e.g., for license measurement by SAP). 

■ The license type is determined or set manually based on the permissions assigned to the respective account or 
other measurable criteria. 

■ Inheritance to the level identity is based on the customer-specific set of rules. 

 

 

5.B DB-Update 
■ Both the calculated license type and a manually determined license type can be saved in the accounting-rele-

vant attributes. 
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